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Abstract: Nowadays cases involving threat landscape by vendors or third parties are occurring at a rapid rate. Most
of the organizations are facing complex and tedious cyber-attacks. most cybercriminals are equipped with the best
tools and skills, they are organized and have a good amount of funding from external sources than before. It is
found that both organizations and vendors lack a comprehensive understanding of what information is
considered to be a threat; therefore, more research is needed to define the role of Vendor risk management in
Threat Landscape (VRM in TL). Recently the role of vendor risk management in threat landscape has developed
into a most crucial and important topic of concern for cybersecurity experts. This paper aims to study the role of
VRM in TL related work through the literature review process which involves a comparison of existing techniques,
processes involved in establishing Vendor risk management programs and strategies for successful vendor
relationship management. This paper also described the role of VRM in threat landscape challenges such as
Malware threat, ransomware threat, Blue keep, IoT, and EOL. These Threats will have to be continually
anticipated and managed through technology, continued action, and Vigilance, propetly trained security
personnel, combined with good Strategic practices. New opportunities for mitigation arise through automation,
big data machine learning, and artificial intelligence. This research paper gives insights into the role of VRM in

threat Landscape.

Keywords- Vendor risk management in threat Landscape, Malware threat, ransomware threat, Blue keep,
[0T,EOL, big data machine learning and artificial intelligence.
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1.0. Introduction

In today’s times, most of the companies depend on third-party vendors for their different types of
services. The vendors give different kinds of cloud-based software, operational support, and
infrastructure on a day to day basis. The third-party vendors increase the overall efficiency thereby
allows the companies to save a large amount of cost and hence achieve the growth. There have been
some efforts done by vendors or third parties to address computer security and privacy risks with
technologies in an Information and Communication Technology for Development (ICTD)
environment, e.g., (Ben-David et al., 2011, Corrigan-Gibbs and Chen, 2014, Reaves et al., 2015),

Yet giving out data related to business to the vendors can be risky. A recent Cost of Data Breach Study
conducted by the Ponemon 2018 reveals that breach in data done by third party sources can cost over
$13 for every record that is lost or compromised. This reveals that data breaches done by vendor
networks are much costlier as compared to the ones which occur by extensive consequences.
Implementation of vendor risk management programs will help the industry to protect their data from
any harm and also avoid costly disruption to the overall functioning of the industry.

In today’s time cyber threats can come up from everywhere, risk related to business is at an all-time
high. Still, security teams are given the task to protect the important data and the assets are forced to
perform and execute at a much faster rate than before [Antonio Robleset al. 2020 ]Jto protect against
cyber thefts companies, have to increase the process of identifying unknown threats, make a fast
decision, and finally reduce the risk. To amplify and increase the impact, most of the teams related to
security have started to use a security intelligence philosophy with the help of which intelligence can be
applied all over the organization and hence protect the organization from cyber-attacks [ A.M. Elhady et
al.,2013].

This will help the organization and industries to monitor manage and survey the potential risk which
might result from third party suppliers, IT services, and products[V. George et al2017]. It involves an
overall brief plan for identifying and reducing the potential uncertainties to business which might lead
to cyber-attacks or theft in an organization. The outsourcing of VRM has made it even more crucial and
important for the organization. Most organizations lose their control of the workflow since they trust
the workflows to the third party and hence are forced to trust the third party to do their work well.
There are multiple benefits of outsourcing like focus the core tasks, reduction in cost, promotion of
growth, maintenance of operational control, flexibility to staff, provide continuity and management
related to risk. But even with multiple benefits and advantages related to outsourcing, if there is a lack
of strong protection and restriction from vendor’s end there are chances that the organization can be
exposed to risk related to reputations or even operational regulatory [R.Hu. et al., 2014].

Due to lack of academic literature discussing Vendor risk management and threat landscape, this paper
will serve as a guide for researchers to better understand Vendor risk management by identifying the
standard and protocol using in the selection of Vendor or third parties (Section 1)

Section 2 of this paper describes the methodology that being implement for this literature review.
Section 3 describes various techniques used by organizations for effective VRM Section 4 presents and
describes various processes covered by the research community. Section 5 describes the strategies for
successful vendor relationship management.

Section 6 presents the available standard and framework that is used in vendor risk management and
threat landscape. Section 7 identifies major challenges and future perspectives of VRM in the threat
landscape. In conclusion, we provide a discussion and recommendation for future research in the field
of vendor risk management in the threat landscape.

1.1. Advantages of vendor risk management- Setting up a strong vendor risk management procedure

will allow organizations to accomplish the following advantages:
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1.1.1 Helps to improve the vendor acquisition strategies—

Although NCUS has not completely removed the outsourcing as operational strategies of credit unions.
it has given out some guidelines which define how to approach and evaluate the decision to outsource.
A good VM program can reduce the total no of vendors required. in place of taking in three to four
partners who are specialized in one area it is better to hire a single experienced and capable partner who
can manage a variety of services single headedly and thereby reduce the potential risk involved with the
operation of outsourcing. Decreasing the overall strength of the vendor also increases the overall
efficiency which may result in cost-saving for the organization.

1.1.2. A well-developed vendor risk management program will reduce the overall risk. there is a risk that
third-party vendors that handle sensitive and important data might expose the important data of
industries and may lead to the risk of a breach, financial penalties, and damage to reputation.

1.1.3. Reduce the cost of operation - a HOC vendor risk management can be ineffective and even some
times costly, but without the use of vendor risk management the overall cost related to data loss
compliance fines, etc will increase, and hence it will be somewhat more expensive.

1.1.4. Understanding risk over time- A well-built vendor risk management program develops good
metrics to compare scores related to risk between the vendors and hence provide simple, repeatable,
and reliable metrics for checking the overall level of risk of the vendors. This can be useful not only
during the initial selection of the vendor but also for renewal and contact recompetes. By getting to
know about the risk score of vendors, it will become easier to award contracts to “low hassle” vendors.
Theses “low hassle vendors” will have a good track record of internal control and mechanism of

protection of data. [Macaulay et al., 2012]

2.0 RESEARCH METHODOLOGY
2.1. Search Strategy and Selection Criteria

In an attempt to better understand and bring more detailed acumen to the phenomenon of vendor risk
management in threat landscape (VRM in TL). The collection of targeted literature reviews for analysis
in this paper based on keyword searches. We performed information gathering on the definition, issue,
and challenge to cyber threat intelligence. Figure 1, shows the outlines of our research approach. We
started to review the literature from academic databases [5] such as the ACM Digital Library and
IEEExplore. The main set of scientific papers was formed from the searches run on SCOPUS, ACM,
Web of Science, and IEEE Explore, as recommended in Kitchen ham and Brereton[B. Kitchenham et al
2013]. We also identified literature by searching databases such as Google scholar, research gate, using
search terms such as "Vendor risk management ", "threat Landscape",” Prevention”, “Challenges and its
future perspective. We followed-up citations and references in this literature to extend the number of
relevant sources. We searched for articles in peerreviewed journals, books and grey literature
(documents issued by government agencies e: g; federal, state, or corporate consultancies, non-
governmental agencies, and private organizations) [Md Sahrom Abu et al 2018]

2.2. Data Analysis -Role of Vendor risk management and threat landscape are a new topic, so reports
from CERTS, software vulnerabilities, and open data sharing platforms were also searched for authentic
information. The methodical review conducted using narrative synthesis by summing up, comparing,
and contradicting the data for literature review since 2012.

2.3. Inclusion and Exclusion Criteria - The keyword search process created a remarkable number of
results. To guarantee that only appropriate sources were incorporated for the survey, articles found by
the search procedure were estimated against a few standards. Each source needed to meet at least one or

more of the requirements. First, the source directly addresses at least one specific aspect of vendor risk
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management in the threat landscape. Second, the source is not directly related to vendor risk
management but defines one or all. These requirements are utilized to achieve the paper's aim of
providing a concise introduction to the immediate challenges and issues facing by Vendors or third

parties.

Collate grey and Read literature, Follow-up
academic literatre extracting references and
known to research ) information on ‘ ) links

team issue and
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Figure 2. Research Approach Overview Techniques

3.0Techniques: To assess current threat landscape, the technique such as real-time intelligence enables
to exactly evaluate the vendor risk management — both current and historic, which is caused by each
third party, and keep these evaluation up-to-date as conditions change and new threats emerge.

3.1. Sorting the data via machine learning and Automation

This technology helps to manage the risk of the parent company or own organization as well as the
third party or vendor companies from the open web, the dark web, technical and new sources, and
discussion forums. To productively manage the dangers for the organization, we need to evaluate a large
amount of data related to the threat from the dark web, technical and news sources, open web, and
discussion forum. The same can be applied to evaluating the risk related to third parties. But this will
equate to data points worth of billions [Maria T. Vullo, 2017] This would create problems for security
teams while analyzing the risk data. Hence an intelligent machine is very important for creating
objectives for third party entities to prioritize the threats by evaluating and collecting third-party risk
data.
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Figure 3: OT and IOT use cases have higher rate of adoption

3. 2. Threat Landscape Index (TLI)
It was designed to bring an ongoing barometer for total malevolent activity across the internet. In

general, TLI is based on the assumption that the involvement of third parties creating a big risk and a
wide variety of threats that have been detected by TLI based sensors. [Kure, H.et al 2018] [Figure 4]
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Figure 4: Fortinet Threat Landscape Index (top) and sub-indices for botnets, exploits, and malware

(bottom).
3.3. Use of Bigdata to access Vendor risk management

Collection of data such as financial reports from third parties can help, improve, and evaluate
the risk assessment by using Big data techniques is gradually become very popular. Third-Party
Risk Intelligence (TPRI) solutions utilize data science and algorithms to reveal uncover hidden
patterns and anomalies to enhance data significance, attribution, and risk measurements. Some
solutions leverage advanced data science techniques for risk analysis, such as data clustering, data
externalization technologies and other forms of artificial intelligence (AI) [YouceFlmine et al,2020].Such
techniques track the external network traffic of an organization and the dark web chatter to determine
attributes such as patching cadence, device security posture, and vulnerability indicators [Claire

O’Malley et al .,2017] . The following capabilities represent the cyber risk scoring market to vendors or

third parties (Figure 5)
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FIGURE 5: Common Vendor Risk Management Data Collection Process
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Figure6:Vendor or Third-Party Cyber Risk Scoring Solution Comparison

3.4. Artificial Intelligence

The biggest advantage for Al is the improvement in the level of threat detection (69%), followed by an
expansion in the containment of infected endpoints/devices and hosts (64%). Since Al reduces the
time needed to respond to cyberattacks companies will potentially save more than $2.5 million in
operational costs on average. Al will increasingly become a core part of the strategies of many financial
companies to Enhance customer service, improve serviceeffectiveness and organizational performance
So they get a strategic advantage.A recent Deloitte survey of over 3,000 C-Suite Executives partnership
with the European Financial Management Association (EFMA), [ Tom Bighamet al 2017] reveals that
Activities and functions which companies believe Al could have the greatest impact on threat detection.

[Figure 7]
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Figure 7: Impact of Artificial Intelligence in Vendor risk management crisis
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4.0. Processes involved in Establishing vendor risk management Program
4.1. Generic third-party risk management process model

Many organizations finally go to great lengths to handle their third-party such as suppliers, vendors, and
business partners risk, usually through a proper management process such as the generic model [Bryan
Cline, Nov 2016 | While the actual implementation of VRM differs from one organization to another,
they will typically address each step of the process in some way. Step 1: INITIATE Step 2: COLLECT
Step 3: QUALIFY Step 4: ACCEPT Step 5: SELECT Step 6: MONITOR

4.2. Vendor risk management Process
4.2.1. Development of policy, procedure, and program -

It is one of the most crucial parts of vendor risk management. for the success of the vendor risk

management program, a well-documented policy, procedures must be maintained properly.
4.2.2. Must have a well-defined and thorough vendor selection process

For the successful relationship between organization and vendor is important to form a defined vendor
vetting process. Some of the points which must be considered are- Issue of request for proposal (RFP),
Comparison of the given vendor with the competition, and completion of assessment related to risk

and other requirements.
4.2.3. Establishment of contractual standards -

Before establishing any sort of contractual standards and finalizing a contract draft there should be a lot

of understanding as well as a lot of talking between both the parties.
4.2.4. Vendor risk management audit process must be defined internally—

Internal audit means surveying and checking the overall risk management in the organization so that all

the risks can be caught and fixed well in time before an examiner arrives on site. [ C. Sillaber et al 2016]
4.3.5. Access to comprehensive, detailed, and robust reporting-

Many times, it is seen that reporting to senior management and board via excel spreadsheets is very
difficult. Establish vendor risk management provides an option to access and check the customizable
reports. These reports are quite easy to check and present in front of the executive’s management teams

as well as boards.
5.0. Vendor relationship management-

To analyse vendor risk management, we need to have a good vendor relationship management. When
evaluating a vendor, it's crucial to recognize how the vendor will adjust to the overall context of the

organization’s goals and projects.
5.1. Strategies for successful vendor relationship management
5.1.1. Communicate often

Most of the business fails due to poor communication, hence it is one of the most important aspects of

poor communication, the incapacity to send or receive important and crucial information from the
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supplier’s end can result in shaking the base of vendor management process [ IsmailGolgeci et al.2020].
To transmit the requirements and get a much better understanding of the capabilities of the suppliers,

corporate buyers are required to communicate with the vendors regularly.
5.1.2. Build partnerships-

By moving out of a transactional relationship and shifting to strategic relationships between buyer and
seller, one can have better and efficient vendor management [Cristin Quintana et al. 2020] the first and

foremost rule is to treat your suppliers as an important partner.

This will not only increase their trust but also provide other benefits like preferential treatment and

many more [Youce fImine et al 2020]
5.1.3. Creating a Win-Win situation-

Chasing short term cost savings will prove to be disadvantageous for the industries in long run and
hence create a considerable amount of impact on the quality [Sankalp Raghuvanshi et al.2020] So, in
place of forcing the suppliers to cut down his cost, it will be better to study the business of the
vendor.Rather than resorting to strong-arm tactics, it is better to negotiate based on good faith and

values.

6.0Challenges and Future perspectives of Vendor Risk Management

6.1. Strategic Sourcing: A 2014 Deloitte global survey [Deoitte.,2014] was expected to challenge
organizations on outsourcing as a business model by growing costs, increased regulation, and concerns
regarding cyber fraud, data security, and privacy [L. Beard et al,2013]. Challenges are expected to
increase in retained company hiring and handling suppliers and contractors, which in turn are expected

to improve creativity, soft skills and generate greater market value
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6.2. The Effect of emerging technologies

The rapid development of new technologies would trigger more regulatory attention and increase the
effect of Risks on third parties. Gartner,2015, predicts the adoption of hybrid cloud technologies will
dominate 2015. These will escalate the status of cloud-related technology providers from third parties to
a critical level, a shift that will bring significant risks. Essential Concerns surrounding the security,
privacy, and resilience of cloud data and applications will remain - with significantly Improved
ramifications of any breach or security incident [Figure8 ]. Data ownership and privacy continue to be
key Concerns, alongside, as well as lack of clarity as to who exactly is the data owner and who is the data
processor under different privacy! Legal issues will include confusion about legal jurisdiction, which will

get blurred and compliance with the contract is going to get even more complicated [P. Hinton et al.,

2011], [J. Armour et al.,2010].

Total number of breaches (2005-2020, to date)

Number of data breaches affecting US consumers.
1632
1413

1267
1090

76

2006 2008 210 a0 014 018 2018 2

Figure8: Total number of data breaches affecting US consumers from 2005 -2020

6.3. The Ransomware Threat: A large number of high-profile incidents occurred during the last year
highlight the growing impact of ransomware attacks for organizations and third-party vendors that are
not prepared to deal with them. Due Ransomware attack disrupted critical services for weeks and forced
officials to execute manual workarounds for tackling real estate transactions, property taxes, utility
payments, and other critical functions in the city of Baltimore [N. Kossovsky, 2012]. Another
Ransomware attack has been seen in Florida where cybercriminals disrupted critical services. It uses
several evasion tactics as well as destroying its encryption key and deleting shadow copies on an infected
system. and finally settled by paying $490,000 to cybercriminals to avoid disruption[ Lena Y et al 2019].
Such payments as prone to just encourage more ransomware assaults sooner rather than later in the
future even though companies without proper data backup and recovery processes might consider it as

the only reasonable option.e.g. WannaCry ransomware.
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6.4.The malware’s Threat: The malware’s attack includes the ability to paralyze Windows
services which prevent data encryption and cut off from shared drives.Malware spread
independently from one vulnerable system to another disrupted critical services of the

organizations. [Cristina Quintana et al 2020] [Figure 10]
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Figure 10: Most common malware variants and IPS detections by device in Q2 2019.

6.5. Blue Keep -Microsoft has portrayed Blue Keep as being "worm able”. It is a critical defect in the
Remote Desktop Services work in various more seasoned forms of Windows. The defect (CVE-2019-
0708) permits an unauthenticated client to associate with a helpless framework using Microsoft's
exclusive Remote Desktop Protocol (RDP) and assume responsibility for it to take accreditations and
information and for planting ransomware and other malware. [Elahi, 2013] Microsoft alerted the
organizations about the Blue Keep and the role of third parties because the IPs belonged to third-party

customers and outsider clients and not the organization itself. [Figure 9]
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6.6. Impact of COVID-19:

Crisis on Vendor Risk Management: A study by the Institute for Supply Management (ISM) reveals
that nearly 75% of all supply chains are experiencing interferences brought about by the Covid-19
outbreak. This phenomenon anticipates escalating, as several nations are seriously influenced by the
Covid-19 infection. Under this scenario, the strength of the organization's operational exercises is set at
the cutting edge and putting organizations in a difficult circumstance by the dependency on Vendor or
third-party organizations. Along these lines, the COVID-19 emergency has focused on the significance
of business coherence designs. Effective VRM is intended to provide clear instructions to limit the
negative impact on the company [Jessica Boyd,2020]. Vendor or Third-party crisis management starts
before the crisis with the pre-crisis phase, followed by the crisis management phase, and ending with a

post-crisis phase. [Figure 11]

ecmnpree Pt

TPRM workload

Current situation Time

Figure 11: Navigating through the Covid-19 crisis with VRM crisis

6.7. Use of 1oT and EOL: IoT devices and services will be developed and deployed with security from
third parties. If an IoT device with a dependency on cloud-based security signatures and threat
intelligence from a third party is launch in the market and the third party or vendor terminates
operations or blends or simply redesigns an interface, at that point the IoT device may no longer
approach the knowledge they have to keep up a worthy security posture. [Leila Alinaghian et al., 2020]
Given that numerous IoT devices and services won't be promptly upgradeable and the danger of being
stranded by inheritance security partners and third party or vendor companies are significant., for
example, Cisco, HP, and Intel: all have suspended or sold off significant security items in the last few
years. Typically, these items will be upheld for up to three or in some cases even five years under the
terms of End of Life (EOL) guarantees to clients. In any case, if an IoT device has an amortization
(EOL) time of 10 years or more, the risk is that IoT service providers to wait out to complete the EOL
(End of Life) period before going to major security updates. The number of IoT devices being added to
botnets increased in 2019 and a change in attack vectors to target enterprise [oT devices has been
identified Shodan is a search engine for Internet-connected devices and it reports a 15,000 growth of
insecure MQTT devices in 2019.

A simple example of this is the sale of the IBM laptop business to a Chinese company named Lenovo.
Almost immediately, many organizations stopped procuring the Lenovo laptops for

corporate use, although they appeared and functioned indistinguishably but with a branding. The IoT's
flexibility and durability challenge is that supply chain products -though available on the same terms as
before - are unusable due to ownership. The ownership at issue raises concerns about danger agents
like state-sponsored or corporate surveillance or sabotage. Most organizations rely heavily on third-party

vendors for services to save costs.

Conclusion -
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The role of vendor risk management in the threat landscape has become a major challenge as it is still
in the early stages and it requires research and development needs to make full use of its potential. This
paper examines the literature available which discusses the role of VRM and threat landscape in the
current scenario. While outsourcing has great benefits, as businesses increase their use of outsourcing,
risk management by VRM and third parties are becoming an increasingly important part of any
business risk management system. Organizations entrust third parties with more of their business
processes, so they can focus on what they do best. This means that they will ensure the protection of
information security, data security, and cybersecurity by third parties. In this article, we covered the best
ways to identify operational regulatory, financial, and reputational risk when vendors lack strong,
security controls and how to prevent and mitigate those risks. It is important to look at this as future
research. The authors anticipate the concerns that these issues may hold the potential in contributing to

future research studies.
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