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Abstract. Let p > 3 be a prime number and let F}, be a finite field with p elements. In this
note we define metrics on the set of elliptic curves over Fj,. These metrics are independent on
the choice of a generator of the multiplicative group of F,.
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1 Introduction

The study of elliptic curves over finite fields has received new impetus from the recent application
of elliptic curves in cryptography. Today the elliptic curve cryptosystems are the more used. The
security of such cryptosystems is connected to the difficulty of elliptic curve discrete logarithm
problem (see for example [2, 4]). At present, in fact, it is not known an efficacious algorithm for
the resolution of this problem.

In [5] was defined a metric on the set of elliptic curves over F), that can have potential
applications in resisting fixed table attack. The metric proposed in [5] is connected at the choice
of a generator g of the multiplicative group of Fj,. In this note we define simple metrics on the
set of the elliptic curves over F}, that are independent on the choice of g.

2 Elliptic curves over F),

Let p > 3 be a prime number and let F}, be a finite field with p elements. An elliptic curve £ over
F), is defined by an equation of the form y? = 2% + ax + b where a,b € F, and 4 a® +27 0% #0.
The points of E are all (z,y) € F), x F, that satisfy this equation together with a point at
infinity. The points of F form an abelian group whose group operation is denoted by +. The
operation consisting in computing the multiple of a point, Q = kP := P+ P+---+ P (k-times),
is called scalar multiplication.

We say that two elliptic curves over F},, F and E3 defined by equations v =234+ ax+b
and y?> = 23 + agx + by respectively, are isomorphic if there exists an element t € Fy (the
multiplicative group of F,) such that as = t*a; and by = %) (see for example [6]). Note that
there can be several elements in F; which define the same isomorphism 1 between F; and Fs.
Moreover, fixed a generator g of F;, each t € F) can be written as t = g® with a € {0,...,p—2}.
Let g*,..., g% be the elements of F)} that define 1. From now on we will choose to define
by the g¢¢ for which «; is minimum.
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3 Metrics on Ef,

Let us denote by Ep, the set of all elliptic curves over F}, and by Z the ring of integer numbers.
It is well known that, up to isomorphism, there is one and only one finite field of characteristic p
with p elements. So each finite field with p elements is isomorphic to the field of the rest classes
module p whose elements are {hp / h € Z}, {hp+1/he Z},....,{hp+(p—1) / he Z}. We

will write Z,, for this field and we will denote its elements by 0,1,...,p — 1 respectively.

Definition 3.1. Let z; and Z3 be two classes in Z,. We call absolute value of 21 — 22 the absolute
value of z1 — zo. We denote the absolute value of zy — Z2 by |21 — 22|.

Remark 3.2. |z1 — z3] = 0 if and only if 21 = z5. As 0 < 21,29 < p — 1, we can affirm that
|71 — 22| =0 if and only if 21 = z. Hence if Z; # 23 one has |z; — 2| > 0.

Let ¢ : F), — Z, be an isomorphism. Let us denote by d, : Er, X Ep, — R the map defined
as:

dp(Er, E2) = |p(a1) — w(az)| + [p(b1) — ¢(b2)].

We affirm that d, is a metric over Ep,. In fact |p(a1) — w(az2)| + [p(b1) — ¢(b2)| > 0 for each
E1,Ey € Ef,. Furthermore |p(a1) — ¢(a2)| + [p(b1) — @(b2)| = 0 if and only if ¢(a1) = p(az)
and ¢(b1) = p(b2), i.e., if and only if a; = ag and by = by (see Remark 1). Because it is obvious
that d,(E1, E2) = dy(Ea, E1), in order to prove that d, is a metric on Ef, it is sufficient to
show that
d@(Elg Eg) < dgo(El, EQ) + dw(EQ, Eg)
where B3 € Fp, is defined by the equation y? = 23 4 asx + bs.
Let ¢(a;) = z; and ¢(b;) = v; with i = 1,2, 3. Note that

do(Er, E3) = |e(a1) — ¢(as)| + [p(b1) — o(bs)| = |21 — 23] + |v1 — vs].
Seeing that
71—zl =|s1— 23| = |21 — 22+ 22— 23| < |z1 — 22| + |22 — 23] = |21 — 22| + |22 — 23
and analogously |v; — u3] < |v7 — V2| + |v2 — U3/, one has
do(Er, E3) < (|21 — Z2| + |01 — 02) + (|22 — 23| + [02 — 03]) = dp(En, E2) + dy(Ey, Es).

This assures that d, is a metric over Eg,. Let @1, ¢a,..., ¢, be all the possible isomorphisms
between F), and Z,. The map ds~, : Ep, X Ep, — R defined by

dZ i (E1, Ep) = Z d%‘(Elv E»)
i=1

is clearly a metric over Ep,. Moreover ds-, is independent on the choice of a particular
isomorphism between F), and Z;, and then dy~, is independent on the choice of a generator
g of Fy.

As observed earlier, in [5], Mishra and Gupta defined a metric d, on Ef, and such metric
is connected to the choice of a generator g of F;. The metric d; is based on the concept of
isomorphism among elliptic curves and it is defined as:

dy(E1, E2) = |r|if Ey and Ey are isomorphic and t = ¢",

dy(E1, E2) = ooif By and Ey are not isomorphic.
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By using d, it is possible to define on EF, a new metric independent on the choice of g. In
order to do this it is necessary to determine all the generators g1, ..., gn of F;. Once determined
such generators, one can define a map ng. : Eg, x Ep, — R as follows:

n
dzg. (E1,Ep) = Z dg, (E1, E») if Ey and Es are isomorphic,
‘ i=1
ng, (E1,Es) = oo if By and Ey are not isomorphic.

This map is a metric on Ep, with the request property.

Remark 3.3. Note that dy> (E1, E») is finite if and only if E; and Es are curves isomorphic,
while dy- (E1, E9) is always finite. So dy> ~is a metric different from dy

A possible application

To protect the scalar multiplication on an elliptic curve E; € EF, against differential analysis (see
[3]) it is recommended to randomize the base-point P and the multiplier k in the computation
of k P. In order to do this one can transform the curve F; through various random morphisms.
In particular, Joye and Tymen propose in [1] to perform the scalar multiplication on a random
isomorphic elliptic curve and then to come back to the original elliptic curve. Otherwise they
propose to compute the scalar multiplication on ¢(FE1) where ¢ : Fj, — F) is an isomorphism
(note that the isomorphism ¢ transforms the equation of an elliptic curve over F), into the
equation of an elliptic curve over FIQ)

For way of this, one can decide to work on ¢(F») where ¢ : F,, = Z, is an isomorphism
of fields and FE5 is an elliptic curve isomorphic to FEj. Then to return back to E7 one can use
¢ and the distance d,(E1, E2) = |p(a1) — ¢(a2)| + |e(b1) — ¢(b2)].
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