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Abstract: High risk sectors such as oil and gas sectors, provision of security is usually not negotiable. Formidable 
infrastructure is normally required to achieve protection and sustainability. Many companies in the oil and gas 
industry have invested hugely in security to ensure continuity of operations thus amassing considerable profits. The 
advancement in technology has seen the industry advance in its security by incorporating a variety of technologies 
centered on advancing security. One such technology has been the facial recognition technology (FRT). As such, 
the main objective of this review article is to focus on analyzing the available literature on integrating FRT with the 
physical security cultures of organizational, human, and technological domains in gas and oil companies and how it 
can improve physical security performance. The review focused on empirical studies on effectiveness of subdomains 
elements in the development of positive physical security culture. Further, it explored the efficacy of FRT in 
enhancing the efficiency of physical security systems. The review thus did conclude that, there was a clear link 
between the physical security culture domains and the physical security performance. Therefore, the main narrative 
of the review was the need to improve the physical security performance through the integration of FRT into their 
overall security framework. Through the analysis of the available literature, the study revealed there is a platform to 
improve the physical security performance by utilizing the affordances of FRT and an integrated physical security 
system. The reviewed empirical studies also led to the development of new conceptual framework for research 
aimed at investigating how best FRT can be integrated effectively in physical security.  This study may add to the 
understanding of the circumstances under which companies consider their physical security to vulnerability and 
thus need improvement.  
 
Keywords: physical security threats; facial recognition technology; physical security gaps; physical security 
culture; physical security domain. 
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1. Introduction 
Feeling safe is something that many individuals don’t for granted since the world is camouflaged 

with all manner of insecurity. Besides the need to protect ourselves, protection of assets is also fundamental. 
Over the years, the need to protect assets of organizations or companies from unauthorized personnel has 
transformed into topical issue. Companies have incorporated different means to effectively protect their 
assets from being accessed by unauthorized people. Technology related security has gained a lot of 
prominence in the recent past thanks to its effectiveness. Nonetheless, several studies done have still 
reported that organizations are still exposed to threats such as vandalism, theft or sabotage. This has been 
based on the fact that as technology continues to grow, perpetrators also devise various ways of actualizing 
their acts. As such, this has presented novel and sophisticated challenges for physical security teams. 
Leading companies in the gas and oil sector have not been spared in these breaches. For instance, Saudi 
Aramco, one of the world’s largest companies in the oil and gas industry, faced several security incidents 
recently despite investing in the security of its networks and deploying 33,000 soldiers and 5,000 guards to 
protect the company’s assets (Alelyani and Kumar, 2018). These happenings have created a lot of tension in 
the industry thus triggering the need for scholars to conduct research on ways the existing physical security 
systems can be strengthened and also develop new strategies that aim at providing effective and efficient 
solutions.   

 
Physical security has over the recent years been a gradually developing matter and  it currently plays a 

central role in energy production for the region. Various physical security control systems, such as CCTV 
surveillance, security officers, protective barriers, locks, access control, perimeter intrusion detection, and fire 
protection, are currently being utilized to restrict access to certain areas in this sector (Walton, 2016). 
Regardless, sufficient evidence suggests that many organizations continue to struggle with complex security 
threats because their systems do not address inherent vulnerabilities (Swanson, 2020). Ruwais Refinery is 
an example of critical oil and gas facilities in the Emirate where some organizations remain exposed to 
physical security risks. According to Barnes et al. (2019), industries have had to adopt a systematic and 
strategy-linked approaches to provide an efficient framework for improving physical security performance. 

  
The goal of improving physical security is frequently disregarded. Its significance is often 

underrated in favor of more technical threats, such as hacking, terrorism, crypto viral exertion, and cyber 
espionage (Awasthi and Grzybowska, 2019). Such inclinations have resulted in severe physical security 
breaches leading to huge losses (Walton, 2016). By not enforcing the company policies and security 
procedures, security control personnel have multiplied the physical security systems gaps (Swanson, 2020). 
This fact has led to more recent studies focusing on identifying possible vulnerabilities of the current 
security measures, discovering and investigating potential improvements to address the gaps. Therefore, one 
of the dominant issues is that organizations adopt new technologies without meeting the prerequisites that 
promote efficiency. 

 
The available evidence provides a compelling reason to believe that integrating facial recognition 

technology with the existing physical security systems in companies could improve the effectiveness of 
technological, organizational, and human domains of physical security culture (Yasseri, 2019). 
Unfortunately, the existing literature does not provide important data on the applicability of facial 
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recognition technology for enhancing the elements of subdomains across the domains of physical security 
culture. Therefore, this review may be considered as one of the first attempts to investigate the integration of 
facial recognition technology into the existing security domains to enhance the physical security systems. 
The review is expected to address an evident research gap and, at the same time, produce valuable findings 
that could be used for developing and provide recommendations to enhance the physical security system 

 
2. Scoping Review and Research 
Scoping studies represent an increasingly popular approach to reviewing research evidence. However, 

no universal scoping study definition or purpose exists. Definitions commonly refer to 'mapping,' a process 
of summarizing a range of evidence in order to convey the breadth and depth of a field. Scoping studies 
differ from systematic reviews because authors do not typically assess the quality of included studies. 
Scoping studies also differ from narrative or literature reviews in that the scoping process requires analytical 
reinterpretation of the literature (Yas, Jusoh, Abbas, Mardani, & Nor, 2020). Researchers can undertake a 
scoping study to examine the extent, range, and nature of research activity, determine the value of 
undertaking a full systematic review, summarize and disseminate research findings, or identify gaps in the 
existing literature. As such, researchers can use scoping studies to clarify a complex concept and refine 
subsequent research inquiries. Scoping studies may be particularly relevant to disciplines with emerging 
evidence, such as rehabilitation science, in which the paucity of randomized controlled trials makes it 
difficult for researchers to undertake systematic reviews (Khudhair, Jusoh, Mardani, Nor, & Streimikiene, 
2019). In these situations, scoping studies are ideal because researchers can incorporate a range of study 
designs in both published and grey literature, address questions beyond those related to intervention 
effectiveness, and generate findings that can complement the findings. 

The field of physical security is also actively incorporating scoping review due to the ever changing 
world of technology that is transforming the sector rapidly. Besides, theoretically, the findings of the 
research and the reviews are used to map all fields of studies because it is difficult to imagine the scope of 
material used and the evidences being accessible. This review purposed to examine how physical security 
performance could be improved through integration of facial recognition technology. The underlying aim 
was anchored on recognizing the difficulties encountered when obtaining evidence of findings in areas 
where no research has been conducted thus distinguishing the significance of methodical studies in areas of 
research endeavor. As such, this aspect seeks to show that distinguishing gaps in literature through a 
scoping study won’t really recognize the research gaps where research itself is of low quality since it does not 
shape some portion of the study.  

In many sectors, the thought of security assumes the fundamental role in affecting the satisfaction 
of companies. These is based on the fact that different companies in the sector use different forms of 
physical security and to some extent, they find them satisfactory   Inasmuch as that is the case, Hutter 
(2016) points out that the prioritization of physical security in the overall information security system is 
usually low. In most situations, stakeholders focus on technology-based security breaches rather than 
physical threat exposure (Kashwani, 2017).                  As a result, many organizations have low resilience toward 
physical security threats. Many studies explore the significance of physical security gaps that emerged due to 
the ineffectiveness of specific elements, such as CCTV surveillance systems or security officer patrols (Yang 
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et al., 2019). It was found that facial recognition technology could help address most of these vulnerabilities 
(Al-Khouri, 2012). Simultaneously, it remains unclear how and to what extent the integration of this 
technology could improve the technological, organizational, and human domains of the physical security 
culture of critical oil and gas facilities in Abu Dhabi, which constitutes an evident research gap. Also, 
measurement of physical security performance remains a controversial and challenging                 issue. In order to 
assess a firm's resilience towards physical security threats, scholars would need to have access to detailed 
information about an organization's physical security measures and their vulnerabilities, which is hardly 
possible in most situations. 

The concept of a physical security culture is directly connected with organizations' resilience 
towards physical security threats. Unfortunately, the task of creating and maintaining such a culture 
remains evasive due to challenges accompanying the process of combining measures associated with three 
domains of a physical security culture. According to Landucci et al. (2020), all the elements of the 
subdomain should be measured to address the physical security culture of an organization. The 
effectiveness of these elements in the subdomain affect the domains of the physical security culture which 
determines the performance of the physical security in an organization.  The idea of emphasizing security 
culture when discussing security threats is barely novel. The literature indicates that understanding a security 
culture as a set of values, principles, policies, and assets predetermining a firm’s resilience towards security 
threats has been among the most popular approaches towards conceptualizing organizational security for 
decades (Swanson, 2020). Nonetheless, recent developments have led to the reinterpretation and re- 
conceptualization of the notion of a security culture due to the growing realization of the fact that 
organizational security cannot be ensured unless all the security components are linked together with the 
help of an influential security culture (Sas et al., 2020). Therefore, using a conceptual framework on 
physical security culture to discuss and analyze the physical security performance of companies seem to be a 
rational option aligned with recent security studies’ trends. 
 

3. Methodology 
The scoping review method that was originally advanced in Arksey and O’Malley and later 

improved and elaborated in Levac and recommended in Colquhoun was adapted in the scoping review 
(Yas, Alkaabi, Al Mansoori, Masoud, & Alessa, 2021). The procedure for scoping review methodology 
involved five-step heuristic that include identifying research question, identifying relevant studies, study 
selection, charting the data, and collating, summarizing results and reporting the results.  
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Figure 1: Scoping Review Process 
 

3.1 Identifying Research Questions 
The commencement stage for scoping review is usually the identification of research question just 

like in literature reviews. As such, the research questions were identified and this step was helpful with 
regard to choosing the appropriate methodology to use. Consideration on appropriate features of the 
research question is usually essential for instance, the research populace, intercessions or results. It is 
suggested that the integration of facial technology will go a long in improving the performance of physical 
security. This thought is based on the fact that since several companies are already using other forms of 
technology enabled physical security and still there is an issue security threat, then the facial recognition 
may help solve the problem. 

 
Across the world, UAE has been regarded as a pioneer in biometric implementation. It has 

integrated multiple biometric technologies in critical infrastructure systems in the last decade to enhance 
security and protect its citizens and the nation. Biometrics features, such as facial recognition technology, 
are already being used at airports and the police force, which has helped the UAE government combat 
crime and reduces potential security risks in the country. A facial recognition system is being tested in the 
UAE to enable a moving police patrol car to recognize the presence of a wanted person in public (George, 
2015). Various technologies are used at airports to screen passengers passing through immigration controls, 
such as ocular-based scanning and facial recognition. The integration of facial recognition technologies with 
video surveillance systems allowed Dubai police to arrest 319 suspects in 2019 (Al Shouk, 2019). Therefore, 
the notion of facial recognition and other biometric features is hardly novel for the Emirate and the 
country. 

 
On the other hand, many oil and gas facilities in Abu Dhabi have not implemented facial recognition 

technology in the physical security systems. Going through the entire Abu Dhabi Safety and Security 
Planning Manual, it becomes evident that facial recognition technology is not mentioned as a relevant 
physical security aspect. However, surveillance and other protection forms have been detailed (Abu Dhabi 
Urban Planning Council, 2014). The manual provides some information regarding the protection of 
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industrial property, staff, and visitors. It recommends supporting the use of active systems that should be 
developed following a safety and security risk assessment (Abu Dhabi Urban Planning Council, 2014). 
Simultaneously, the document lacks information on the technological viewpoint of security 
implementation in the oil and gas industry, multiplying the challenges of securing oil and gas companies' 
assets from    internal and external threats. Therefore, this does point out that it is key that another 
technology such as the facial recognition technology developed and implemented to save assets.  

 
3.2 Identifying Relevant Studies 

A strength of scoping studies includes the breadth and depth, or comprehensiveness, of evidence 
covered in a given field. However, practical issues related to time, funding, and access to resources often 

require researchers to consider the balance between feasibility, breadth, and comprehensiveness. Brien et al. 
reported that their search strategy yielded a vast amount of literature, making it difficult to determine how 
in depth to carry out the information synthesis. Although Arksey and O'Malley identify these concerns and 
provide some suggestions to support these decisions, we also struggled with the trade-off between breadth 
and comprehensiveness and feasibility in our scoping studies (Arksey and O'Malley, 2005). As such, it is 
recommended that researchers ensure decisions surrounding feasibility do not compromise their ability to 
answer the research question or achieve the study purpose. Second, it is recommended that a scoping study 
team be assembled whose members provide the methodological and context expertise needed for decisions 
regarding breadth and comprehensiveness. When limiting scope is unavoidable, researchers should justify 
their decisions and acknowledge the potential limitations of their study.  In this study, reviewing time, 
language, and range limitations, studies from 2005 to 2021 are included. The start date was picked to 
acknowledge significant changes and also given the fact that career assistance is somewhat a recent tool. 
Companies face different physical security threats related to weaknesses in their physical security cultures' 
technological, organizational, and human domains (Yasseri, 2019). When these companies are clustered 
together, a physical security threat affecting one of these companies affects other firms in the area in one 
way or another. To understand the effects, it is critical to assess the domains of the physical security culture 
which determines the performance of the physical security in an organization.   

 
The organizational domain of physical security culture consists of tangible aspects of security in an 

organization such as company policies and security procedures. Company policies are essential components 
of the organizational environment. These refer to general guidelines with which all the employees are 
supposed to comply to prevent the firm’s assets from internal and external physical security threats. An 
analysis of the academic literature illustrates that employees’ awareness of company policies positively affects 
organizational security (Campbell, 2014). The realization of company policies is supposed to be an 
overarching principle integrated into each staff member (Alqahtani, 2017). Therefore, it seemed 
appropriate to consider company policies as an essential independent variable in this research. 

 
Security procedures are closely connected with the company policies. Simultaneously, their impact 

on physical security is even more explicit than in the case of company policies (Harris, 2013). Stewart et al. 
(2012) argue that physical security procedures constitute a crucial aspect of physical security requirements. 
Unfortunately, most studies dedicated to organizational security procedures focus on information security 
rather than physical security (R. Ali et al., 2020). At the same time, it is important to emphasize that while 
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scholars distinguish between physical security and other forms of security, most scientists recommend 
implementing security procedures as a holistic system that includes physical, information, and other procedures 
(Sinha et al., 2015). Nonetheless, it could be inferred from the literature that adherence to organizational 
security policies is supposed to be a crucial driver of physical security in any industry (Fennelly, 2017). The 
importance of organizational security procedures is the main reason behind the author’s decision to use them as 
one of the study’s independent variables.  

The technological domain of physical security culture consists of security technology, material, and 
equipment in an organization. Traditional physical security controls, such as locks and keys, doors, gates, and 
barriers, are physical security measures widely used to protect the assets and employees throughout the industry to 
deter and detect physical security threats such as penetrators from entering critical facilities. Nevertheless, these 
physical security measures’ limitations and vulnerabilities can be easily exploited by determined criminals because 
of flaws in a physical security system's organizational or human domains (Hassaballah and Aly, 2015). The 
academic literature illustrates that locks, keys, doors, gates, and barriers alone are insufficient to provide an 
adequate security level. The effectiveness of these traditional security measures depends on security officers’ 
ability to monitor the traffic in and out of restricted facilities by controlling each individual's authorization level. 

 
Organizations in the oil and gas industry have tried therefore tried to apply technologies that could 

deter crimes highlighted above. To address the problem that rush hours are seen as an opportunity to commit 
illicit activities and chances of admitting unauthorized individuals into the facility, modern forms of 
technological systems, such as fingerprint technology, CCTV cameras and electronic control systems have been 
used but unfortunately criminals have become more sophisticated thus undermining the effectiveness of these 
systems. For with fingerprints, these criminals have been known to use compromised templates to clone 
fingerprints and access restricted facilities (Schwarzl and Weippl, 2011). Naturally, such actions pose a significant 
threat to individuals, companies, and the entire industry. For CCTV surveillance system’s efficiency depends 
on the security officers monitoring the screen's activities; accordingly, it touches the technological domain, 
the organizational and human domains of a physical security culture. If security officers are not alert to respond 
to any suspicious event, they will fail to detect and react to any breaches. Naturally, security officers cannot look 
at CCTV monitor screens for hours without getting exhausted, magnifying the risk of overlooking criminal acts or 
other events threatening an organization’s security (Fennelly, 2017). Several methods have been introduced to 
address this problem, including changing the shifts of security officers monitoring the CCTV at intervals, having 
fewer monitor screens, and arranging the monitors in such a way that does not cause fatigue (Fennelly, 2017). All 
these methods have the potential to increase the organizations’ resilience towards physical security threats.  

Concerning human domain of physical security culture, it consists of less tangible or non-observable 
security aspects in an organization. An example of non-observable security elements in an organization could be 
the physical security’s effectiveness as perceived by the employees. Security officers represent an organization’s 
image and play a crucial role in protecting any entity's assets, information, and employees. Ensuring that all areas 
within the company are protected is a challenging process. Therefore, it is evident that there needs to be an action 
that requires execution to ensure the effectiveness of physical security system. The facial recognition technology 
offers a good avenue to satisfy this need thereby ensuring assets are secure. Already the country is known to be 
the pioneer of biometric technology. The technology has been included in key infrastructural systems to enhance 
security and protect citizens and the nation. Several sectors have been lagging behind in upgrading their security 
systems to coincide with new developments in the security world. It is key that the sector develops an integrated 
physical security framework that will be key in introducing facial recognition technology. 
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3.3 Study Selection 

The study’s scoping search was carried in academic databases that included academic Search premier; 
Industry Source Premier; Emerald Full content and Emerald understanding; Taylor and Francis; Sage 
Publication; EBSCO; Web of Knowledge and Google Scholar; ProQuest (USA Thesis); Directory of Open 
Access Journals (DOAJ); As can be found in the literature review, particular articles were checked from 2005 to 
2021.   

 
3.4 Charting the Data 

This stage involved the extraction of data from included studies. To clarify this stage, it is always 
recommending that the research team collectively develop the data-charting form to determine which variables to 
extract that will help to answer the research question. Also, it is recommending that charting be considered an 
iterative process in which researchers continually update the data-charting form. The diagraming approach which 
is similar to account view was used.  
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The table above shows that contemporary literature offers limited insights into physical security 
in the organizational environment. Many studies provide limited findings that only apply to specific 
industries or cases, while others fail to explain the interaction between physical security measures and 
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other types of security controls. Furthermore, most research does not explain how technological, 
organizational, and human domains of a physical security culture interact with each other, which 
results in the vague understanding of a physical security system. It is also important to emphasize that 
the lack of sufficient details about specific physical security controls makes it hard to project the 
performance of new security controls, such as facial recognition technology. Suppose this technology is 
integrated into the existing physical security system. In this situation, it seems justified to conclude that 
the chosen research problem and the study's scope are promising. 

 
3.5 Collating and Reporting 
 This stage of the study that is concerned with the gathering or evaluation of information for 
the literature review is very critical. The review involves perusing, examining, reviewing and evaluating 
an extensive corpus of studies even though it is only a small portion of the analysis that can be 
incorporated into the final report. The section usually endeavors to show diagram of all the evaluated 
materials and the presentation of the conceivably substantial assemblage of the materials. Scoping study 
requires logical system or topical development to exhibit evidence of the current accessible literature, 
and no attempt is made to introduce the reviews with regard to the value of the findings and evidence in 
relation to specific mediations or strategies while trying to understand the meaning the scoping study 
and the broader implications for research, policy and practice. As such, this leads to the final stage of the 
framework. 
 
3.7 Consultation 

The consultation stage is usually an optional stage though it is being argued that it contributes 
to the methodological rigor and thus it needs to be considered as a required component. In this study, 
the experiences gained were helpful in the methodological stage. The analysis of the articles revealed 
that facial recognition applications could reduce the impact of internal and external physical security 
threats. In particular, the technology could provide organizations with an opportunity to automatically 
grant or deny access by verifying the authorization through the comparison of the individuals’ identity 
with the records of enrolled employees in the database, as opposed to manually verifying their identities 
with the help of ID cards (Hassaballah and Aly, 2015). Simultaneously, there are specific challenges to 
implementing the technology, especially those connected with the organization's logistical aspects and 
maintaining effective physical security measures. The arguments above illustrate that while the 
technology could reinforce the physical security system’s technological domain, its implementation 
might be accompanied by significant challenges in logistical aspects. Still, its implementation could 
provide substantial relief, as it has proven to be effective in enhancing the levels of security in many 
sectors, including air travel, banking, and public administration (Al Ramahi, 2018). In this situation, 
it seems justified to shift the discussion’s focus to particular areas in which technology implementation 
could be exclusively effective. 

 
One of the most evident facial recognition technology applications is the prevention of 

unauthorized access to restricted facilities. This aspect of the existing security systems is challenging 
because organizations should ensure the continuous operation of the existing security measures to 
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assess whether facial recognition instruments have improved their physical security performance (Rouse, 
2016). At this stage, the technology could be primarily used as a valuable addition to electronic access 
cards. In theory, a system relying on such cards is sufficient, but if a card is stolen, an unauthorized 
person could use it to gain access to restricted areas (Hutter, 2016). An organization that has successfully 
integrated facial recognition technology into its physical security system would effectively prevent this 
risk because an unauthorized person would inevitably fail the verification process.    

 
Another promising area of the technology’s implementation is processing high personnel 

volumes during rush hours. As stated above, the risks of providing unauthorized individuals with a 
right to access restricted facilities magnify during rush hours because security officers might not have 
enough time to examine the situation (Swanson, 2020). Integrating facial recognition technology into 
the existing security measures to interrupt people's flow from one area to another could reduce the 
chances of admitting unauthorized individuals. NEC Corporation (2017) has developed a video face 
recognition application that could identify individuals accurately and effectively even if they move in 
large groups. Personnel might not even be aware that the process takes place as they arrive or leave 
their workplace. This same application could also automatically increase perimeter surveillance's 
effectiveness, possibly alerting the physical security team of unauthorized individuals gaining access to 
restricted areas. 

If placed correctly during an incident and emergency evacuation, facial recognition technology 
can identify individuals gathering at the emergency assembly point. A surveillance system integrated 
with facial recognition technology could quickly locate missing persons at the emergency assembly 
point (Albattat and Mat Som, 2014). Real-time tracking of these missing persons exact locations could be 
pinpointed, which would allow the Incident Management Team to dispatch response teams within a 
short time to save their lives (Hutter, 2016). This technology will have a more effective emergency 
response approach than monitoring CCTV cameras or punching system logs to trace the last position 
where a missing person had been. UAE is among the many countries where facial recognition 
technology is becoming increasingly popular. At the beginning of 2021, the Cabinet, led by Sheikh 
Mohammed, approved facial recognition technology implementation “in some private-sector services to 
verify individuals' identities instead of submitting many documents” (Nasrallah, 2021). Government 
officials expect facial recognition technology powered by artificial intelligence will significantly increase 
many private organizations' physical security levels (Hilotin and Pulikkal, 2021). In light of these 
developments, it seems justified to expect that facial recognition technology will continue expanding its 
presence in the UAE. 

 
 

4. Finding & Discussion  
 The research evidence and experience gained from this study points out that there is no 
definite procedure that has proven effective when scoping for literature review. Thus, the framework 
incorporated is not presented as the only methodological approach. The findings revealed that there is a 
strong positive link between the integration of facial recognition technology and physical security 
culture. Even though it may not be a hundred percent effective, it is better compared to other forms of 
technologies used in security.  
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Conclusion  
Companies usually face different physical security threats related to weaknesses in their physical security 
cultures' technological, organizational, and human domains. When these companies are clustered 
together, a physical security threat affecting one of these companies affects other firms in the area in one 
way or another. This research examined the integration of facial recognition technology with existing 
physical security culture’s domains used to improve the physical security performance. It investigated 
how the integration of facial recognition technology could improve the firm’s physical security 
performance within the physical security culture's organizational, technological, and human domains.   
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